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This paper presents a multimodal biometric system based on error level fusion. Two
error level fusion strategies, one involving the Choquet integral and another involving
the t-norms are proposed. The first strategy fully exploits the non additive aspect of
the integral that accounts for the dependence or the overlapping information between the
error rates FAR’s and FRR’s of each biometric modality under consideration. A hybrid
learning algorithm using combination of Particle Swarm Optimization, Bacterial Foraging
and Reinforcement learning is developed to learn the fuzzy densities and the interaction
factor. The second strategy employs t-norms that require no learning. The fusion of the
error rates using t-norms is not only fast but results in very good performance. This sort
of fusion is a kind of decision level fusion as the error rates are derived from the decisions
made on individual modalities. The experimental evaluation on two hand based datasets
and two publically available datasets confirms the utility of the error level fusion.
Keywords: Error level fusion, Multimodal hand based Biometrics, T-norms, Error Rates,
Choquet integral.

1. Introduction
Unimodal Biometric systems have several limitations such as susceptibility of the authentication results to the quality of the samples, orientation/rotation and distortion of the
sample, noise, intra-class variability, non-distinctiveness, non-universality, risk of spoofing,
and others. Some of the limitations imposed by the unimodal biometric systems for establishing the identity can be overcome by resorting to multiple biometric modalities, which
utilize the evidences presented by the biometric sources to determine or confirm the identity of an individual. Information from multiple sources can be integrated at four distinct
levels, viz., sensor level (combining the raw data acquired from the sensors), feature level
(integrating the features of different biometrics), score level (aggregating the genuine and
imposter scores) and decision level (combining the decisions).
Fusion at the feature level involves combining the features of different modalities before
the classification phase [5, 6, 7, 8, 9, 10]. Although the features are rich containing raw
source of information, feature level fusion has some drawbacks. Features from different
modalities may not be compatible, thus making the fusion arduous (for example some
features might be binary and some might be real). Moreover feature level is an uphill task
as large dimensionality of the feature space may pose problems at the classification stage.
Score level fusion, widely studied in the literature can be tackled in three ways. The first
one [11] employs the scalar functions such as sum, product, mean, max, min, exponential
rules etc. Here the scores of each of the modalities must be transformed to the common
domain. The second one aggregates the scores by using the likelihood ratio statistic [14, 20]
computed using the generalized densities estimated from the genuine and imposter scores.
The third one carries out the score level fusion by a classifier. In this, a feature vector is
constructed from the matching scores of individual modalities and it is then classified into
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either genuine or imposter. Some of the familiar classification approaches in vogue for the
score level fusion are SVM [17, 18], Neural Networks [19] and fuzzy logic. In the first category
of approaches, score normalization is imperative, but in the second and third categories score
normalization can dramatically enhance the performance of an authentication system.
Decision level is less studied and is considered inferior to score-level fusion as the decisions
have less information content as compared to ”soft” matching scores. One approach for
decision level fusion is by the majority vote [21], which counts the number of decisions from
the component classifiers, and chooses the majority of the decision as the final decision.
Its derivative called weighted majority voting [42], assigns different weights to different
classifiers as per the performance of the component classifiers. This approach transforms the
output values in the form of binary decisions to the continuous numbers. Other approaches
include: Bayesian decision fusion [23], the Dempster-Shafer theory of evidence [24], all of
which convert the decisions into scores, with the converting parameters learned from a
training set.
In yet another approach [1], the authentication results from different modalities are combined by using fuzzy k-means (FKM) and fuzzy vector quantization (FVQ) algorithms, and
median radial basis function (MRBF) network. Here FKM and FVQ are modified based on
the fuzzy vector distance. Two different strategies are investigated in [2] for the decision
level fusion. In the first strategy an optimal fusion rule involving the likelihood ratio test
(LRT) is selected and the Chair Varshney constraint is applied for the correlated hypothesis
testing where the thresholds of the individual biometric classifiers are fixed. In the second
strategy, a particle swarm optimization (PSO) based procedure [30] is investigated for simultaneously optimizing the thresholds and the fusion rule. But the problem here is that
the number of rules increases exponentially with the increase in the number of modalities.
A non parametric statistical approach is presented in [36] for the decision level fusion, which
stresses upon the importance of classifier selection while combining the decisions. However
this technique requires sufficient training data to obtain reasonable estimates of the densities of the classifier output. An optimal fusion scheme is proposed in [3] for the decision
level fusion using the AND rule or OR rule by optimizing the matching score thresholds. In
[33], feedforward network model is used to generate different combinations of the hyperbolic
functions to achieve decision level fusion. It is proved by Daugman [25] that the combination of the two decisions using AND and OR rules often has the risk of degrading the
overall performance when the performance of component classifiers is significantly different.
In [40], the estimates for posterior probabilities are considered independent and identically
distributed (normal or uniform) and the classification error is calculated using six fusion
methods: average, minimum, maximum, median, majority vote, and oracle. A comparative
study of four integrals: Choquet, Sugeno, Upper and lower integrals is made in [41] for the
decision level fusion whereas t-norms are used on the Biometric database created at IIT
Delhi in [45].
The proposed error level fusion employs the Choquet integral and t-norms on four databases, the first comprising three modalities, viz., hand veins, hand geometry and palmprint
and the second comprising palmprint, left hand index finger knuckle and left hand middle
finger knuckle, the third one is the XM2VTS database, and the fourth one is the NIST
database. Error level is also a kind of decision level fusion wherein the error rates assume
the role of decisions. The motivation for the proposed work is two-fold: To exploit the
less known hand based modalities and to explore two different approaches for the error
level fusion. The hand possesses a rich repository of biometric information, which has not
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been tapped to the fullest extent except the fingerprint. This work endeavors to tap this
potentiality by way of hybrid learning.
The rest of paper is organized as follows: Section 2 presents two approaches for the
error level fusion: one by the Choquet integral and another by the t-norms. Section 3
introduces a new hybrid learning method. Section 4 briefs the results of experimentation.
The conclusions are given in Section 5.

2. Error level fusion
The proposed error level fusion is devised using two methodologies that permit us to fuse the
errors of any number of modalities. It deals with fusion of error rates, i.e. the aggregation of
error rates, FAR (false acceptance rate), FRR (false rejection rate) obtained as the outcome
of classifiers of individual modalities. The error rates can be considered as probabilities
denoted by:
F AR = P (uf = 1/H0 ),

F RR = P (uf = 0/H1 )

(1)

where H0 is the null hypothesis representing the imposter scores and H1 is the true hypothesis representing the genuine scores; the decision of uf = 1 indicates that the user is
genuine and that uf = 0 represents that user is an imposter. The genuine acceptance rate
is given by GAR = 1 − F RR.
The performance of a biometric system can be judged by a plot of GAR vs. FAR called
Receiver Operating Characteristic (ROC). We vary the threshold to obtain the genuine
scores arrived at by matching the features of the same user’s samples and impostor scores
arrived at by matching the features of different users’ samples. A pair of (GAR, FAR)
serves as an operating point on ROC, which corresponds to a particular threshold T of the
matching scores. The decision of whether a person is genuine or imposter is made by the
likelihood test [47]
p(uf = 0/H1 )
p(uf = 1/H0 )

ug =1

≷

T

(2)

ug =0

where ug = 1 if the ratio is greater than T and ug = 0, if the ratio is less than T.
In the context of the error level fusion, the fuzzy sets formed from the error rates of
the modalities can be combined non- additively by constructing the fuzzy rules and then
aggregating them using a fuzzy integral. This approach has an accompanying problem of
representing the fuzzy sets with the membership functions and computing the rule strengths.
This problem is avoided by normalizing the error rates and then combining them through a
fuzzy integral or t-norms. However the use of fuzzy integral is facilitated only by the fuzzy
measures that account for the interaction or the overlapping information among the error
rates of the different modalities. The main effort in this work is directed towards cashing
in on the interactions among the error rates.
2.1 Properties of Fuzzy Integral
Before embarking upon the error level fusion by a fuzzy integral some background on Fuzzy
integrals needs to be built up. As the fuzzy measures [4] are involved in the evaluation of a
fuzzy integral, a few properties are necessitated here. A fuzzy measure g over a set X (the
universe of discourse with the subsets A, B) satisfies the following conditions:
1. When

A=∅

then

g(A) = 0

(3)

2. When

A⊆B

then

g(A) ≤ g(B)

(4)
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Let X = {x1 , x2 , ..., xn } now stand for a finite set of error rates and λ ∈ (−1, +∞) be the
Sugeno’s λ-measure that accounts for the interaction between its two subsets A and B. The
λ-measure is a function g from 2X to [0, 1] with the additional properties:
3. g(X) = 1
4. if

A, B ⊆ 2X

with

A∩B =∅

then

g(A ∪ B) = g(A) + g(B) + λg(A)g(B)

(5)

As a convention, the value of g for a singleton set {xi } is called the fuzzy density denoted
by gi = g({xi }). Recursive applications of Eq. (5) till all the error rates are covered will
result in a (n − 1) degree polynomial equation in λ:
λ+1=

n
Y

(1 + λgi ),

λ 6= 0,

λ > −1

(6)

i=1

Solving the above equation is computationally expensive, and to simplify this problem a
new class of fuzzy measures called q-measures is formulated in [35].
2.2 Q-measures
We now prepare the ground for the definition of q-measure. Given X with A, B ⊆ X and
A ∩ B = ∅, a set function g : 2X → [0, ∞) must fulfill the conditions to be qualified as a
fuzzy measure:
g(Φ) = 0

(7)

g(A ∪ B) = g(A) + g(B) + λg(A)g(B), λ > −1

(8)

The fuzzy densities gi satisfy the two constraints:
0 ≤ gi ≤ 1,
n
X
gi > 0

i = 1, 2, 3, ..., n

(9)
(10)

i=1

The above two constraints force the fuzzy densities to have values in the interval [0,1] for
any λ > −1. Since g satisfies the monotonicity axiom in Eq.(4) in the sense of set inclusion,
g(X) is guaranteed to have the maximum value among the fuzzy measures of all possible
subsets, i.e. ∀A ⊆ X, g(A) ≤ g(X).
Given a set of fuzzy densities {g1 , g2 , ..., gn }, that satisfies the constraints in Eq.(9) and
Eq.(10), the q-measure q : 2X → [0, 1] is defined as:
q(A) =

g(A)
,
g(X)

∀A ⊆ X

(11)

For any choice of the variable λ > −1, the q-measure can be constructed using Eq.(11).
The λ-measure is a special case of q-measure with g(X) = 1; so q-measure doesn’t require
the solution of Eq.(6).
2.3 Finding the q-measures from the fuzzy densities
Firstly the interaction factor λ is initialized. Considering that all the fuzzy densities are
equally important, they are initialized as:
gi =
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Next these densities are used to compute the fuzzy measures of the sets {x(i) , ..., x(n) } , for
i = n − 1, n − 2, .., 3, 2, 1 recursively from:
g({x(i) }) = gi
g{x(i) , ..., x(n) } = gi + g{x(i+1) , ..., x(n) } + λgi g{x(i+1) , ..., x(n) }

(13)

After computing the fuzzy measures using Eq.(13), q-measures follow from Eq.(11). These
fuzzy measures are also needed in the Choquet integral. The required fuzzy densities and
λ are updated using the Reinforced BF-PSO hybrid learning technique discussed later in
Section 3.
2.4 The Choquet Integral
A fuzzy integral is used for the error level fusion wherein the fuzzy densities indicate the
importance of the error rates of individual biometric modality whereas the fuzzy measures
give the interaction among the error rates of all biometric modalities concerned. Since the
fuzzy densities represent the relative importance of each of the error rates in the error level
fusion, the order in which the error rates should be combined to yield the desired accuracy
is decided by the information sources.
A fuzzy integral aggregates a real function (h) serving as the information source with
respect to the q-measure (q) that provides the confidence over h. Let h : X → [0, 1] be
a real function and the set Ai = {x(i) , x(i+1) , x(i+2) , ..., x(n) } is derived from X, then the
Choquet integral [26, 27, 28] is expressed as:
C(h) =

n h
X

i
h(x(i) ) − h(x(i−1) ) q(Ai )

(14)

i=1

where the notation, (i) , i.e. The bracketed subscript means that the indices are permuted
so that h(x(1) ) ≤ h(x(2) ) ≤ ... ≤ h(x(n) ), h(x(0) ) = 0.
2.5 Error level fusion using the Choquet Integral
The error rates are considered as the information sources in the Choquet Integral. Accordingly, we need one pair of error rates (F ARij , F RRij ) corresponding to ith modality and j th
threshold. F AR1j , F AR2j , and F AR3j are the false acceptance rates of three modalities
and F RR1j , F RR2j , and F RR3j are the corresponding false rejection rates. These error
rates are normalized to lie in the range [0, 1] by the relations:
F ARij − min(F ARij )
F ARij =

j

max(F ARij ) − min(F ARij )
j

,

i = 1, 2, 3

j = 1 to p

(15)

,

i = 1, 2, 3

j = 1 to p

(16)

j

F RRij − min(F RRij )
F RRij =

j

max(F RRij ) − min(F RRij )
j

j

where p is the number of thresholds. The information sources are then permuted so that
h(x(1) ) = F AR(1)j ≤ h(x(2) ) = F AR(2)j ≤ h(x(3) ) = F AR(3)j . The aggregated False
acceptance rate due to j th threshold is given by :
AF ARj =

3 h
X

i
F AR(i)j − F AR(i−1)j q(Ai )

i=1
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where Ai = {F AR(i)j , F AR(i+1)j , ..., F AR(3)j } and q(Ai ) represents the q-measure of the
set Ai . Similarly, the aggregated False Rejection rate due to j th threshold is given by:
AF RRj =

3 h
X

i
F RR(i)j − F RR(i−1)j q(Bi )

(18)

i=1

where Bi = {F RR(i)j , F RR(i+1)j , ..., F RR(3)j } and q(Bi ) represents the q-measure of the
set Bi .
The goal is to get the minimum aggregated errors AF ARj and AF RRj corresponding to
th
j threshold. These aggregated errors serve as the criterion (minimization) function in the
Reinforced BF-PSO hybrid learning. The fuzzy measures and the interaction factor need to
be learnt using this hybrid learning. Fig.1 shows the schematic diagram of the error level
fusion using Choquet integral.
Biometrics 1

Features

Scores

Errors

Biometrics 2

Features

Scores

Errors

Biometrics 3

Features

Scores

Errors

Fusion using
Choquet Integral
Hybrid learning:
fuzzy densities

Fig. 1: Error level fusion using Choquet Integral

2.6 Error level Fusion using t-norms
Before delving on the use of t-norms for the error level fusion, a few preliminaries of t-norms
are in order. The use of these norms to the error level fusion is not yet undertaken in the
literature. The relevance of t-norms for the fusion is explored in this work. Triangular norms
[32, 34] (t-norms) and t-conorms are the most general families of binary functions that satisfy
the requirements of the conjunction and disjunction operators, respectively. These t-norms
T (x, y) and t-conorms S(x, y) are two-place functions that map the unit square into the unit
interval, i.e. T (x, y):[0,1]×[0, 1] →[0,1] and S(x, y):[0,1]×[0, 1] →[0,1]. Specifically, t-norms
do not require the assumption of evidential independence of the modalities to be fused.
They are monotonic, commutative and associative functions. As t-norms are associative,
fusion of three or more modalities can be done irrespective of the order. Their corresponding
boundary conditions, i.e., the evaluation of the t-norms and t-conorms at the extremes of
the [0,1] interval, satisfy the truth tables of the logical AND and OR operators. These
norms stretch the minimum and maximum of AND and OR operators respectively thus
providing a better representation of product (t-norm) and sum (t-conorm) of two variables.
They are related by the DeMorgan duality, which states that if N (x) is a negation operator,
then the t-conorm S(x, y) can be defined as S(x, y) = N (T (N (x), N (y))). The multimodal
fusion is carried out in [46] at the score level. After normalizing the error rates F ARij
and F RRij (i=1 to 3, j=1 to n) using Eq.(15) and Eq.(16), we can combine any two error
rates using t-norms at a time, say F AR1j and F AR2j first, to yield T (F AR1j , F AR2j ),
and lastly F AR3j is combined with, T (F AR1j , F AR2j ) to yield the final aggregated error
rate T (F AR3j , T (F AR1j , F AR2j ) . The order of combination is immaterial due to the
associative and commutative properties of the t-norms. So the final aggregated error rate
is given by:
AF ARj = T (F AR3j , T (F AR1j , F AR2j )
(19)
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Similarly the aggregated false rejection rate is given by:
AF RRj = T (F RR3j , T (F RR1j , F RR2j )

(20)

Where F RR1j , F RR2j , F RR3j are the normalized FRR’s of three modalities. Table 1 lists
out some of the t-norms. Fig.2 shows a schematic diagram of the error level fusion using
t-norms.
Table 1: Different t-norms
t-norm

Formulation

Hamacher
Einstein product
Schweizer & Sklar (q>0)
Frank t-norm s ∈ ]0, +∞[ \{1}

max 0, 1 − (1 − x)p (1 − y)p

Yager (p>0)

Train

Test

xy
x + y − xy
xy
2 − x − y + xy

1/q
1 − (1 − x)q + (1 − y)q − (1 − x)q (1 − y)q
h
(sx − 1)(sy − 1) i
log2 1 +
 

 s−1

Biometrics 1

Features

Scores

Errors

Biometrics 2

Features

Scores

Errors

Biometrics 3

Features

Scores

Errors

Unknown user

Errors

Fusion using
t-norms

1/p

Fusion using
t-norms

Pick threshold T

Calculate likelihood ratio
If ratio > T

If ratio < T

Genuine

Imposter

Fig. 2: Error level fusion using t-norms

3. Reinforced BF-PSO hybrid
The Choquet integral serves as the objective function in the proposed Reinforced Hybrid
Learning which is a hybrid of Bacterial Foraging-Particle Swarm Optimization (BF-PSO)
in the framework of Reinforcement learning (RL). The combination of PSO and BF in [29]
aims at tapping the ability of PSO in exchanging the social information while tapping that
of BF in finding a new solution during the elimination and dispersal step. Further, the
incorporation of reinforced learning permits us to use the past information. In the BF-PSO
hybrid, the velocity of the PSO becomes the direction for BF. In the hybrid the step size
is one of the determining factors for the convergence of the global optima. Because of the
fixed step size the hybrid algorithm has several problems [13]:
1. If the step size is very small then it requires a large number of iterations to attain the
optimum solution.
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2. If the step size is very high then the bacteria reach the optimum value quickly but
the solution suffers from low accuracy.
3. Bacteria may get stuck up around the initial positions or the local optima, because
the dispersion event happens after the specified number of reproduction processes.
These problems are removed by invoking reinforcement learning (RL) in the selection of
step size. RL facilitates any algorithm to learn its behavior based on the feedback from
the environment. In the case of PSO-BF hybrid, it adjusts the direction of movement
of bacteria. The actions performed by an organism become feedback, which in turn is
translated into a negative or positive reward for that action. When the bacterium moves to
the non-favorable environment it encounters meager source of food. This negative feedback
will force the bacterium to change the direction (tumble). In the case of favorable situation
the bacterium ventures to move in the same direction (swim) compelled by the positive
feedback. Reward of this positive feedback is the right stimulant for the optimal solution.
Reinforcement is a way to exploit the reuse policy of the past information, i.e. the
error. It helps accelerate the process of exploitation. Exploitation is still possible without
recourse to the reinforcement but is not definitely effective. Any policy utilizing the past
information is bound to enhance the exploitation since the current information provides a
local view whereas the accumulated information provides a global view. However, how best
the accumulated information is made use of is the concern of this investigation. To bring
the reinforcement into effect, the past information in the form of error is accumulated for
each bacterium.
An exploitation mechanism through RL by way of the past information makes the updating strategies of the variables involved in PSO-BF hybrid to be adaptive. This will be
elaborated now.
If P (i, j, k, l) denotes position of the ith bacterium in j th chemotactic step, kth reproduction step, and ellth elimination and dispersal step, the updating strategy of variable in
PSO-BF is given by:
T umble :
Swim :

P (i, j + 1, k, l) = P (i, j, k, l) + c(i)V (i)

(21)

P (i, j, k, l) = P (i, j, k, l) + c(i)V (i)

(22)

where c(i) is the step size for the ith bacterium and V (i) is the velocity of ith bacterium
given by:
V (i) = w ∗ V (i) + C1 ∗ R1 ∗ (Plbest (i) − Pcurrent(i)) + C2 ∗ R2 ∗ (Pgbest (i) − Pcurrent (i)) (23)
where Plbest is the local best position, Pgbest is the global best position and Pcurrent is the
current position, C1, C2: the fixed parameters of PSO, R1, R2: the random numbers in
PSO.
The error here is the accumulated average of the absolute difference of the objective
functions in the consecutive chemotaxis steps of BF. The step size in chemotaxis steps is
taken as the sigmoid function of the error. The bacteria take the step size depending on
the nutrients they get hold of. This is determined by the difference of the current and the
previous chemotactic steps, which leads to the converged optimum solution.
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When the reinforcement concept is incorporated in PSO-BF hybrid, the equations of swim
and tumble get modified to:
T umble :
Swim :

V (i)
1 + exp(−error(i))
V (i)
P (i, j + 1, k, l) = P (i, j + 1, k, l) +
1 + exp(−error(i))
P (i, j + 1, k, l) = P (i, j, k, l) +

(24)
(25)

Where the step size c(i) is replaced by the sigmoid function of the error,

error(i) =

P

J(i, j, k, ell) − J(i, j − 1, k, ell)

j

T otal number of chemotaxis steps so f ar

(26)

where the summation is taken over the chemotaxis steps.
The initial parameters belonging to BF are: n, S, Nc , Ns , Nre , Ned , Ped , c(i)(i = 1, 2, ..., S),
and those belonging to PSO are: V, C1 , C2 , R1 , R2 . These parameters stand for n: Dimension of the search space; S: The number of bacteria in the population; Sr : Half the
total number of bacteria; Ns : Maximum number of swim length; Nc : Chemotaxis steps;
Nre : The number of reproduction steps; Ned : Elimination and dispersal events; Ped : probability of Elimination and dispersal; J(i, j, k, ell) is the fitness value of the ith bacterium,
j th chemotactic step, kth reproduction step, and ellth elimination and dispersal event and
Jbest (j, k, ell) is the fitness of best position in j th chemotaxis and kth reproduction step,
ellth elimination and dispersal step.
A. Algorithm of BF-PSO Hybrid
1. Initialize the random direction V (i), position P (i, 1, 1, 1), error(i) for i = 1 : S
For (ell = 1 to Ned )
For (k = 1 to Nre )
For (j = 1 to Nc )
2. Evaluate the cost function J(i, j, k, ell) for i = 1, 2, .., S
3. Save the best cost function for ith bacterium in Jlast
Jlast = J(i, j, k, ell)
4. The best cost for each bacterium in Step 3 is selected as the local best Jlocal
Jlocal (i, j) = J(last)
5. Update the positions using Eq.(24)
6. Evaluate the cost function J(i, j + 1, k, ell)
While (m < Ns ) If J(i, j + 1, k, ell) < Jlast )
Jlast = J(i, j + 1, k, ell)
7. Update the positions using Eq.(25).
8. Compute the cost function J(i, j + 1, k, ell)
9. Evaluate the current position and local cost of each bacterium from:
Pcurrent(i, J + 1) = P (i, j + 1, k, ell)
Jlocal (i, j + 1) = Jlast
m = m + 1; End
i = i + 1 (the next bacterium)
10. Obtain the local best position (Plbest ) for each bacterium and global
best position (Pgbest )
11. Evaluate the new direction for each ith bacterium using Eq.(23).
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12. Calculate the accumulated sum of absolute differences of cost functions between
the consecutive chemotactic steps for each bacterium as:
P
sum(i) =
J(i, j, k, ell) − J(i, j − 1, k, ell)
j

13. Obtain the error averaged over the number of chemotaxis steps for each
bacterium as:
sum(i)
error(i) =
no. of chemotaxis steps so f ar
j = j + 1 (the next chemotactic step)
NP
c +1
S
i
=
Evaluate Jhealth
J(i, j, k, ell) and Sr = bacteria with the highest
2
j=1
cost function values die and other Sr bacteria with the best values split.
k = k + 1 (the next reproduction step)
14. Eliminate and disperse each bacterium with probability Ped .
ell = ell + 1 (the next elimination and dispersal step)
The parameters of reinforced hybrid learning are specified as: No. of bacteria S = 20, No.
of step sizes Ns = 4, No. of chemotaxis steps Nc = 10, No. of reproduction and elimination
steps Nre = 2, No. of elimination and dispersal steps Ned = 2, the corresponding probability
Ped = 0.2.

4. Experimental results
The error level fusion system is tested on four databases. The first database was created
at I.I.T. Delhi, New Delhi. This database is prepared from the samples collected from the
students and staff members of I.I.T. Delhi in the age group of 17-60 years. It consists of 100
subjects, 3 samples per subject; one each for training, validation and testing. The Gabor
wavelet features [16] are obtained for the hand veins and palmprint and ICA [12] (Independent Component Analysis) features for the hand geometry. For each of the modalities, the
Euclidean distance classifier is applied for delivering the scores. There are 100 genuine and
9900 imposter scores for each of the modalities. The generated genuine and imposter scores
are converted into the error rates by varying the threshold with a step size of 0.001. The
initial value of the threshold is set to the minimum of the genuine scores and the final value
of the threshold is varied up to the maximum of the imposter scores.
The second database has emerged out of the merger of two databases, from PolyU, Hong
Kong, one consisting of the knuckles [43] (PolyU Finger-Knuckle-Print Database) of both
the index and middle fingers of the left hand of a person constituting two modalities and
the other is palmprint [44] data which is taken as the third modality for evaluating the
performance of a multimodal biometric system. This is a ’virtual’ multimodal database
created with the both knuckles of index and middle fingers 165 users, and the palmprints of
another 165 users (PolyU palmprint database). In this we have 6 images for each modality
out of which 3 for the training and 2 for the testing, and 1 for validation. The original Local
Binary Pattern (LBP) operator by Ojala [39] is used for the texture analysis of palmprints
and knuckles. This operator assigns a label to every pixel in an image by thresholding the
gray levels of the eight neighborhood pixels with respect to the gray level of its center. The
Euclidean distance is used to generate 330 (165×2) genuine scores and 54120 (165×164×2)
imposter scores for each of the modalities considered.
Before using t-norms for the fusion, the error rates are normalized using Eqs.(15) and
(16). The threshold that yields the highest GAR corresponding to the lowest FAR has to
be selected from ROC.
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Fig.3 depicts the ROCs of the individual modalities (palmprint, hand geometry, and
hand veins) for the IITD database and also the ROC of the error level fusion using the
Choquet integral. It may be observed that at a FAR of 0.04%, the GARs of palmprint,
hand geometry and hand veins are 95%, 98% and 96% respectively. From the Fig.3, we note
that with the Choquet integral, GAR is improved to 100% at FAR of 0.04%. The fuzzy
densities corresponding to different thresholds are learned using the Reinforced BF-PSO
hybrid.
Fig.4 shows the ROC of the error level fusion using Einstein, Hamacher, and SchweizerSklar t-norms on IITD Database. Einstein and Schieweizer-Sklar t-norms yield GAR of
100% at a very less FAR of 10−5 % and 10−10 % respectively. Unlike the Choquet integral
that necessitates the learning of the fuzzy densities these t-norms are free from learning.
The ROC in Fig.5 displays the comparison of Min, Max, weighted sum, and error level
fusion using Frank t-norms on the IITD Database. From this, it is evident that Frank
t-norm outperforms the rules such as Min, Max, and the weighted sum.
Table 2 gives a comparison of the authentication rates due to AND, OR rules, different
t-norms and Choquet Integral for a FAR of 0.04%.
Table 3 specifies the fuzzy densities and the fuzzy measures of FAR’s on IITD database.
Table 2: A Comparison of AND, OR, different t-norms and Choquet Integral on IITD Database.
Methodology

GAR

AND Rule
OR Rule
Scheweizer & Sklar t-norm (q=0.2)
Einstein Product t-norm
Frank t-norm (s=0.1)
Choquet Integral wrt q-measure

96%
98%
100%
100%
100%
100%

Table 3: Fuzzy densities of FAR’S of each of the modality and the fuzzy measures on IITD database.
g(FAR1 )

g(FAR2 )

g(FAR3 )

g(FAR1 ,FAR2 )

g(FAR1 ,FAR2 , FAR3 )

0.3333
0.3333
0
0
0.3317
0
0

0.333
0.3333
0
0.9755
0.3327
0.2563
0.2563

0.3333
0.3333
0.9952
0
0.3343
0.5878
0.5878

0.6667
0.6667
0
0.9877
0.6648
0.2563
0.2563

1
1
1
1
1
1
1

It may be noted that higher rates of false rejection of a genuine user are caused due to
AND when one of the modalities is of low quality whereas with the application of ”OR”
rule the false acceptance rate is found to be high even with a weak biometric. From this
table it can be seen that the Choquet integral and t-norms outperform over OR and AND
rules. The ROCs of individual modalities are compared with their error level fusion on
PolyU database (left hand knuckles of index and middle finger, and the palmprint) using
the Choquet integral. The individual authentication rates obtained with the knuckles of
index and middle fingers, and the palmprint are 72%, 70%, and 82% respectively at a FAR
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of 0.01%. However the Choquet integral gives a GAR of 99% with a FAR of 10−4 , which
is a remarkable improvement over the individual performance. Fig.7 displays the ROC’s
of error level fusion due to Einstein, Scheweizer - Sklar, and Hamacher t-norm. With the
Einstein product, GAR of 100% is obtained at FAR of 10−4 , while with Scheweizer - Sklar
t-norm we achieve a GAR of 99.96% at FAR of 0.001% and with Hamacher, GAR of 99.7%
at a FAR of 0.0002%.
Fig.8 shows a comparison of ROC due to OR and AND rules and Frank t-norm on PolyU
Database and it is evident that Frank t-norm outweigh these rules. A comparison of the
error level fusion using the Yager t-norm is made in Fig.9 with the decision level fusion due
to fuzzy clustering algorithms [1] and Dempster-Shafer theory [24]. It can be observed from
this figure that Yager t-norm outweighs these two methods.
In addition to the above, two more multimodal databases, one on speech and face:
XM2VTS and the other on finger and face : NIST-bssr1 are tested for the error level
fusion. By employing the fusion using Frank t-norm on XM2VTS database, GAR of 99.9%
is obtained at FAR of 0.001% as shown in Fig.10. For speech and face, the GARs are 87%,
and 85% respectively at FAR of 0.1%. Implementation of the Choquet integral on NISTbssr1 results in GAR of 100% at FAR of 0.002% as in Fig.11. These results are superior to
what we got separately for face and finger.
ROC
100

GAR (%)

98

Choquet integral
Palm print
Hand Veins
Hand Geometry

96

94

92

90
-3
10

-2

10
FAR (%)

-1

10

Fig. 3: ROCs of all the modalities ( Palmprint, Hand Geometry, and hand veins) and fusion using the
Choquet Integral on IITD Database.
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ROC
100

GAR (%)

99

Einstein product
Hamacher product
Schweizer & Sklar

98

97

96

95
-15
10

10

-10

-5

10
FAR (%)

10

0

10

5

Fig. 4: ROC’s due to the error level fusion using Einstein product, Hamacher product, and Schweizer & Sklar
t-norms on IITD Database

ROC
100
90
80

GAR (%)

70

Min
Max
Weighted sum
Frank t-norm

60
50
40
30
20
10
-15
10

10

-10

-5

10
FAR (%)

10

0

10

5

Fig. 5: Comparison of ROCs due to the fusion using Min, Max, Weighted sum, and error level fusion using
Frank t-norm on IITD Database
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ROC
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GAR (%)
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Choquet integral
Palmprint
Left index knuckle
Left middle knuckle

65
60
55
-10
10

-8

-6

10

-4

10

-2

10
FAR (%)

10

10

0

10

2

Fig. 6: Comparison of ROC’s of all the modalities with the fusion using the Choquet integral on PolyU
database

ROC
100

99.95

GAR (%)

99.9

99.85

99.8

Hamacher
Schweizer-Sklar
Einstein product

99.75

99.7
10

-5

-4

10

-3

10

-2

-2

10

10

10

0

10

1

10

2

FAR (%)

Fig. 7: ROC’s of the fusion due to Einstein product, Hamacher product, and Schweizer & Sklar tnorm on
PolyU database

291

Madasu Hanmandlu, Jyotsana Grover, Shantaram Vasirkala, Hari Mohan Gupta

ROC
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OR rule
AND rule
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FAR (%)
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Fig. 8: ROC’s of the fusion due to Frank t-norm, OR, and AND rule on PolyU database
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10
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-2

10
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Fig. 9: A comparison of performance due to decision level fusion using MRBF + FKM, Dempster-Shafer,
and the error level fusion using the Yager t-norm.
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Fig. 10: Performance evaluation of Frank t-norm on XM2VTS database
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Fig. 11: Performance evaluation of error level fusion using the Choquet Integral on NIST -bssr1 database
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5. Conclusions
The error level fusion for the multimodal biometrics is attempted here on four databases
with two on hand based databases, the third on speech and face, and the fourth on finger
and face. Two fusion strategies one using the Choquet integral and another using the tnorms are developed for the proposed multimodal system that is capable of accommodating
any number of modalities.
The first fusion strategy deals with the fusion of the error rates of all modalities using
the Choquet Integral. The use of q-measure in place of λ-measure drastically simplifies the
computations of the interactions in the Choquet integral. The fuzzy densities learned using
the Reinforced hybrid learning technique with the Choquet integral as the criterion function
give the fuzzy measures of FAR and FRR of each modality for fusion. This formulation
mitigates several drawbacks of the existing decision level fusion schemes. The non additive
aspect of the Choquet integral is capitalized by taking care of the interaction between the
error rates of two modalities at a time. Also the integral helps decide the order in which
the decisions should be combined to yield better accuracy.
The second fusion strategy employs t-norms for fusion as these are overwhelmingly simpler
not needing learning. Several t-norms like: Einstein, Yager, and Frank t-norm have been
tried to see their relative performance in the error level fusion. Moreover t-norms are found
superior to the Choquet integral performance-wise. The contributions of the paper include:
the error level fusion i) using the Choquet integral that employs the q-measures, ii) using the
t-norms, and iii) performance evaluation of these two fusion strategies on four databases.
The overriding factors in favor of fusion of errors derived from any type of features are
i) they are compatible, ii) few in numbers, and iii) easy to fuse. The reason for error rates
not being explored for fusion could be the lack of information content in them as they are
a form of decisions only. The present work is a bold step to propagate this line of fusion.
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